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AM KN DMKNTS TO TUK CLAIMS 

This Jisting or claims will replace all prior versions, and listings, of claims in the 
application: 

1. (Currently Amended) In a system wherein a digital signature is attached to an 
electronic document and can be isolated from the electronic document such that the electronic 
document is no longer digitally signed, a method for digitally signing the electronic document 
such that the digital signature is embedded in the electronic document, the method comprising 
aclrf of: 

creating an electronic document by providing content for the electronic document; 

inserting a signature block for each sagne* p erson that will digitally sign the 
document, wherein each signature block is embedded in the electronic document and 
each signature block bas af. least one er-nwe attributes, the at least one or-mere-attributcs 
including a signature allribulc; 

when a eigHer person digitally signs the electronic document, filling seme at lea st 
one, of ttic aUoast one er-inen attributes before generating (he digital signature for the 
electronic document; 

generating the digital signature such that the digital signature includes the filled at 
Jcast one ef-mote attributes; and 

placing the digital signature in the signature attribute of the signature block of the 
signer r>greQn_djgjlalJv^^^ document, wherein the signature attribute 

cwrcspond^^ 
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2, (Original) A method as defined in claim 1, wherein Ihe act of inserting a 
signature block for each person, further comprises: 

an act of inserting ;i notary signature block after Ihe electronic document is signed 
by a primary signer; and ' 

an act of inserting a recorder signature block after the electronic document is " 
digitally signed by the notary. 



3, (Original) A method as defined in claim 1> wherein the act of creating an 
electronic document further comprises an act of inserting information about each person thai will 
sign the document, wherein the information does not include a signature block. 



4. (Currently Amended) A method as defined in claim 1, wherein the act of filling 
some aUeast one of the at least one o^-mere attributes further comprises acts of: 

filling a limeslamp attribute with a time and a date; and 

filling a signernamti attribute with a name of the si gn o r nerson digitally signing 
t he doc ument. 



5. (Currently Amended) A method as defined in claim 1, wherein the act of filling 
seme flUi2a8LS!]c of the at least one et-Hiore attributes further comprises an act of filling a 
certificate attribute of the signature block. 
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6, (Original) A method as defined in claim 1, wherein Lhe act of generating the 
digital signature further comprises acts of; 

generating a hash of the electronic document including the filled one or more 
attributes; and 

encrypting the ha&h with a private key of the signer to produce the digital 
signature. 



7, (Original) A method as defined in claim 6> wherein the act of placiug the digital 
signature in tho signature attribute further comprises an act of placing the encrypted hash in 1hc 
signature attribute. 



; 8. (Original) A method as defined in claim 1 , wherein the signature block comprises 

i a signaUire clement, wherein the signature clement comprises a hashalgorithm attribute; a 
* daklimc attribute, a signcmamc attribute, a signertitle attribute, text, a signature attribute, and a 
; certificate attribute, wherein the certificate attribute includes a digital signature of a certificate 
authority and wherein the text is displayed aAer the electronic document is digitally signed. 

9. (Original) A method as defined in claim 1, wherein each signature block includes 
; a reconstruct atlribute, wherein the rcconslnict attribute is used to reconstruct the electronic 
; doci iment and verify the digital signature in the signature block. 

; 10 - (Currently Amended) A method as defined in claim 1, further comprising an act 

of displaying a name of the gjgnw yeggp n digitally signing the electronic docu ment. 

; 1 1 ■ (Original) A computer program product having computer executable instructions 

' [ for pei forming iho acts recited in ekiim 1 . 

.i 

i 

• , i 1 
\ > 

t . • ' 
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12, (Currently Amended) In a system requiring digital signatures for electronic 
documents, wherein ihe digital signatures are attached to the electronic documents and can 
become separated from the electronic document, an electronic document having an embedded 
digital signature* the electronic document comprising: 

a content portion; and 

a signature block for each signer person that will digitally sign the electronic 
document, wherein 4he each signature block is separate and embedded in the electronic 
document before Ihe electronic document is digitally signed, and wherein the each 
signature block comprises: 

a signature clement, the signature element comprising: 

a signature attribute that stores the digital signature of the signer 
pcjgmL_dig;ital1v sign ing the electronic ^ngiinigni- wherein the digital 
signature of the sfgner person is placed in the signature attribute when the 
fiigfteFnereon digitally signs the document, wherein the digital signature is 
tin encrypted hash of the electronic document; and 

a certificate attribute that stores a digital signature of a certificate 
authority. 

13. (Original) An electronic document as defined in claim 12, wherein the signature 
block is a notary signalnre block used for a digital signature of a notary public. 

14. (Original) An electronic document as defined in claim 12, wherein the signature 
block is a recorder signature block used for a digital signature of a recorder. 



i 
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15, (Original) An electronic document as defined in claim 12, wherein the signature 
element further comprises: 

a hashalgorithm attribute that identifies a hash lhat was used to hash the electronic 
document; 

a datctirne attribute that serves to times tamp the digital signature of the signer; 

text lhat represents a name of the signer such that the name of the signer is 
displayed after the electronic document is digitally signed; 

a signcmame attribute lhat identifies the name of the signer; and 

a signertitlc attribute that identifies a title of the signer. 

16, (Original) An electronic document as defined in claim 12, the electronic 
: document further comprising: 

a routing portion lhat is used to electronically route the electronic document, 
wherein the routing portion identifies an origination server and a destination server; and 

an endorsement portion, wherein the endorsement portion is filled by a recorder 
with endorsement data required for recordation of the electronic document. 

17. (Original) An electronic document as defined in claim 12, wherein the signature 
block further comprises a reconstruct attribute used to reconstruct the electronic document to a 
previous state and wherein' the electronic document further comprising a signature display 
clement, wherein a name of the signer is displayed on the electronic document after the 
electronic document is digitally signed by the signer. 

18. (Original) An electronic document as defined in claim 17, wherein the. name of 
the signer js displayed iu color. 
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19. (Original) In a system that includes electronic documents thai arc digitally 
sifted, a method for validating an electronic document that is digitally signed with an embedded 
digital signature, the method comprising acts of: 

generating an electronic document, wherein the generated electronic document 
has content; 

embedding one or more digital signatures in corresponding signature blocks of the 
electronic document, wherein one of the corresponding signature blocks is added to the 
electronic document when one ofthe one or more digital signatures is generated; 

reconstructing the electronic document to a previous stale using the corresponding 
signature blocks to identify data to remove from the electronic document, wherein the 
removed data corresponds? to information added to the electronic document after the 
previous slate, wherein removed data includes a digital signature; 

hashing the reconstructed electronic document to produce a hash result; and 

decrypting the removed digital signature to produce a signature result, wherein the 
electronic document is validated if the signature result matches the hash result. 



20. (Original) A method as described in claim 19, wherein the act of embedding one 
or more digital signatures further comprises acts of: 

filling one or more 'attributes of a particular signature block before generating a 
particular digital signature; and 

generating the particular digital signature such that the filled one or more 
attributes are related to the particular digital signature. 



21. (Origiail). A mcthpd as defined in claim 20, wherein the filled one or more 
oUubutuis comprise: 

| . a datetimc attribute <|if the particular signature block; and 

a certificate clement for the particular signature block. 
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22. (Original) A method as defined in claim 19, wherein ahash for the act of hashing 
tho reconstructed document is identified in the signature block. 

23. (Original) A method as defined in claim 19, wherein the removed data further 
comprises at least one signature block that was added after the signature block of the digital 
signature being verified. ; 

24. (Original) A computer program product having computer executable instructions 
for performing the acts recited in c]aim 19. 



Page 9 of 19 



PAGE 11121 1 RCVD AT 1112/2005 1:13:42 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-6/29 » DNIS:2733300 * CSID:8013281707* DURATION (mm-ss):10-42 



NOV-02-2005' WED 11=17 AM WORKMAN NYDEGGER 



FAX NO. 8013281707 



P. 12 



Applicalion No, 09/^75,756 

Anit iiiJiitL'iit "A" d.iied November 2, IOQS 

Hq>\y Id Office Actiun mailed May 2, 2005 

25. (Original) A method for embedding a digital signature in an electronic document 
such that the digital signature cannot be separated from the electronic document, the method 
CO] uprising acts of: 

generating content for the electronic content; 

for each signer that will digitally sign the electronic document, embedding 
a signature block 'in the electronic document, wherein each signature block 
comprises: 

a signature clement, the signature element comprising: 

a hashalgorilhm attribute that identifies a hash for hashing the 
electronic document; 

a dalctime attribute for time stamping the electronic document; 

a signature attribute for storing the digital signature of the signer; 
and 

a certificate attribute for storing a digital certificate of a certificate 
authority; 

generating a digital signature by a signer, wherein a portion of the signature block 
is filled before the digital signature is generated such that a hash of the electronic 
document includes the porlfon of the signature block; and 

storing the generated digital signature in the signature attribute of the signature 

block. 



26, (Original) A method as defined in claim 25, wherein successive digital signatures 
have an option of including previous digital signatures. 
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27. (Original) A method as defined in claim 25, wherein the signature block further 
comprises: 

an optional reconstruct attribute for use in reconstructing the electronic document; 
a signernamo attribute identifying a name of the signer; and 
a signcrliilo attribute identifying a title of the signer. 

28, (Original) A method »s defined in claim 25, wherein the act of generating a 
digihl signature of a signer further comprises an act of hashing the electronic document, wherein 
a lust portion of the signature block is filled when the electronic document is generated and 
wherein a second portion of the signature block is filled just before the digital signature is 
generated such that act of hashing the electronic document includes both the first portion and 
second portion of the signature block, wherein the generated digital signature is stored in the 
signature attribute of the signature Hock, 

2D. (Original) A method as defined in claim 25, wherein the act of embedding ;i 
signature block occurs when the signer digitally signs the electronic document. 

30. (Original) A computer program product having computer executable instructions 
for performing the acts recited in claim 25. 
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31. (Original) A mclliod for using an electronic document in a transaction, the 
| mdhtid comprising steps for: 

I preparing an electronic document, the step for preparing an electronic document 

! comprising acls of: 

i 
i 

' entering content in the electronic document; 

! embedding one or more digital signatures in the electronic document in 

! corresponding signature blocks, wherein each corresponding signature blocks are 

added when a corresponding signer digitally signs the electronic document and 
s wherein successive^ signature blocks are removed from the electronic document 

when reconstructing the electronic document to a previous slate; 

| performing a preliminary verification on the electronic document to ensure 

i 

! that the document will be recorded, wherein the preliminary verification ensures 

that the electronic document complies with particular validation rules; 

transmitting the electronic document from an origination server to a destination 
server, wherein the originalion server and the destination server are identified in routing 
data included in the electronic document; 

' processing the electronic document, the step for processing the electronic 

document comprising acts of: 

i 

validating the electronic document; 
endorsing the electronic document by a recorder; 
digitally signing the electronic document by the recorder; and 
geucrating a receipt for the electronic document; and 
returning the recorded electronic document and the receipt to the origination 

server. 
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32. (Original) A method as defined in claim 31, wherein the act of embedding one or 
more digital signatures in the electronic document further comprises acts of: 

filling one? or more attributes of a particular signature block before generating a 
particular digital signature; and 

generating the particular digital signature such that the one or more attributes are 
related to the particular digital signature. 

33. (Original) A method as defined in claim 31, wherein the act of validating the 
electronic document further comprises an act of reconstructing the electronic document to a 
previous state by stripping data from the electronic document that is not included in the digital 
signature. 

34. (Original) A method as defined in claim 31, wherein the act of performing a 
preliminary verification further comprises acts of: 

performing a schema check on the electronic document; 

performing a profiles check on the electronic document; and 

selecting the particular validation rules for the electronic document, wherein the 
, . particular validation rules are specific to a jurisdiction. 
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